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Configuring the Cisco AnyConnect Client
to Connect to Eseye Mobile Network

Microsoft Windows

The following instructions are for Microsoft Windows and have been tested on
Microsoft Windows 10 Pro é4bit OS with Cisco AnyConnect client package
“anyconnect-win-3.1.09013-web-deploy-k9.exe” and Mozilla Firefox version 44.0.2.
Please visit www.cisco.com for additional information.

Eseye uses certificate based authentication for providing remote access virtual
private networking (VPN) and therefore you'll first need obtain the certificate,
install it and then authenticate using the certificate to download the software.

1. Installing the Certificate on your machine
i). Locate the received certificate and double click it.
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ii). Follow the “Certificate Import Wizard”

X
& Certificate Import Wizard
Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network:
connections. A certificate store is the system area where certificates are kept.
Store Location
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£+ Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:
C:\Users\useriDesktop\Certificate \YourCompanyhame.p 12

Browse...

MNote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialized Certificate Store ((S5T)

o,
‘. Cancel
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iii). Enter the password received with the certificate and click “Next".

x x
€ & Certificate Import Wizard € £ Certificate Import Wizard
Private key protection Certificate Store
To maintain security, the private key was protected with a password. Certificate stores are system areas where certificates are kept.

Type the passward for the private key. Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.

Password:

®Automatically select the certificate store based on the type of certificatet

(O Place all certificates in the following store

[Display Password

Browse...
Import options: =

[C]Enable strong private key protection. You will be prompted every time the

private key is used by an application if you enable this option.
] Mark this key as exportable. This will allow you to back up or transport your

keys at a later time.
Indude all extended properties.

e | concel Concel

iv). Click “Finish” to complete importing the certificate and a confirmation will be
displayed.

Certificate Import Wizard *

o The import was successful,
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2. AnyConnect Download using Mozilla Firefox browser

You'll will now need to install the received certificate in your browser using the following instructions and
download the software.

i). On your browser, click the "Open Menu” button and then click “Options”.
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ii). Under “Options”, click “Advanced” button and then browse to “Certificates” and
click *View Certificates”.

il Eseye.com | Intelligently C.. X 3% Options X [+

Q Search wla + » =
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L] Firefox | about:preferences#ac c

Advanced

2.

General Data Choices Network

Requests

When a server requests my personal certificate:
Select one automatically
®) Askmeeverytime |
Query OCSP responder servers to confirm the current validity of
certificates

3.
View Certificates Security Devices

i) Browse to “Your Certificates” and click “Import”

Certificate Manager x

Jour Certificates JPeople Servers Authorities Others

You have certificates from these organisations that identify you:

Certificate Name Security Device Serial Number Expires On =]

View...

Backup..  Backup AlL. @ Delete...
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iv). Locate the certificate, select it and click “Open”

Certificate File to Import X

&« v » ThisPC » Desktop » Certificate v O Search Certificate »

QOrganize « Mew folder =+ 1 @
% Documentation *  Name Date modified Type Size

@) Redstation 16/02/20162238  Personal Informati... 4xB

Screenshots
/@ OneDrive

[ ThisPC

[ Deskiop
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File name: | YourCompanyName | [pKesia Files

q Open ) Cancel

v). Enter the password received with the certificate and click *OK"

Password Required e

0 Please enter the password that was used to encrypt this certificate backup:

(@] Cancel

vi). A confirmation will be displayed if the password was correct. Please click “OK”
and the certificate visible under “Your Certificates”, click “OK" to close the active
window.

Alert x

! Successfully restored your security certificate(s) and private key(s).

1“

Certificate Manager X

Your Certificates People Servers Authorities Others

You have certificates from these organisations that identify you:

Certificate Name Security Device Serial Mumber Expires On =3
aEseyeLtd
YourCompanyName  Software Security Dev... 3C 15 February 2017

View... Backup... Backup All.. Delete...

vii). Important: Please close/restart all instances of your browser.
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viii). Once you have restarted your browser, browse to:

https://acvpn.eseye.com

You will be prompted to select a certificate for authentication, you should select the
received certificate, if it is not visible then please repeat the steps above carefully

B bl
User Identification Request ; &
This site has requested that you identify yourself with a certificate:

*.eseye.com (:443)

Organization: ™"

Issued Under: "GeoTrust, Inc.”

Choose a certificate to present as identification:

Imported Certificate [1A] v
Details of selected certificate:

Issued to: -
E= nesrerspenfoortse e T MO ent o0 ) Dweteet =T gl
APTEST L SSUNaTOTG, o --imft,‘, =K

m

Serial Number: 1A

Valid from 2297 20

Email: mesitsmesyrer
Issued by: CN=ca.eseye.n

Chocad tas Calh.oce Conrosiie s N s =

5T uK

V! Remember this decision

[ ok ][ conca |

ix). Follow the on screen steps to download the “AnyConnect Secure Mobility Client”.
Depending upon your security settings you maybe required to allow Java applet in
order to download/install the client. In case your browser fails to download via Java
applet, alink to download will be provided.

- (m) X
Installation X 4+
€ 8  hrps/facvpneseyece e Q Search Ww B » = <
o ~
i Allow https://acvpn.eseye.com te run "Java"? Continue Blocking X

cisco AnyConnect Secure Mobility Client

'§. WebLaunch ing to use Java for

Sun Java applet has started. This could take up to 60
Platform seconds. Please wait...

" Detection
ENNNEEEEEEEEE

- Java Detection

Helo

~

x). If the java applet was successful the software will automatically connect you to
“acvpn.eseye.com” server and an icon will appear in taskbar, click the icon to verify.
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RSN Cisco AnyConnect Secure Mobility Client
= > VPN: Connected

Cisco AnyConnect Secure Mobility Client [FEESEER"S

VPN: Connected
@ B 7 O

B -—F——+ 1%
2342
= ENG

6/02/2016

Connected to acvpn.eseye,com.

ACVPN, ESeyeE, Com Disconnect

xi). If the applet was not successful and you manually installed the software, click the
icon from taskbar once installed, type acvpn.eseye.com in the text box and click
“Connect”

‘ Cisco AnyConnect Secure Mobility Client
VPM: Disconnected

VPN:

Ready to connect.

acvpn.eseye,com >

xii). Once connected a confirmation will be displayed on the taskbar and a “lock” will
appear on the AnyConnect icon indicating that it “connected”

" r _'_.__'_,.:l-—-_ N Cisco AnyC s ioblits Client
— J! B x W “_\_c‘ls T;n;n;ec ecure Mobility Client
lllltll I VPN Connected to , UPA: Commeted
Cisco dACVpn.eseye.com s @ @

oo ) E ENG

Once connected you'll have access to your dedicated secure SIM subnet and this
can be verified using the “Advanced Window for all components” icon and selecting
“Route Details” tab.

Page 6
Eseye | 8 Frederick Sanger Road | Surrey Research Park | Guildford | Surrey | GU2 7YD | UK | www.eseye.com
UK Supp: +44 1483 802503 | US: +1 484-935-3130 | FR: +33 987 6753 37 | AU: +61 89551 5200 | ZA: +27 87 5518200
UK Sales: +44 1483 802501 | Company Registration num: 06397649 | VAT num: 921298326 | enquiries@eseye.com
ESEYE and ESEYE Logos are registered frademarks of ESEYE LIMITED © 2016 ESEYE Limited. All Right Reserved 2016



cSSeye

INTELLIGENTLY CONNECTED il

-
%) Cisco AnyConnect Secure Mability Client ==

—

Connected to acvpn.eseye.com.
|acvpn.eseve.com v|[ Disconnect l

00:02:58

') Cisco AnyConnect Secure Mability Client
alialn # " ab
ciscoAnyConnect'Secure- ility Client

Virtual Private Network (VPN
Statistcs |} %0

Route Details

MNon-Secured Routes (IPv4)
0.0.0.0/0

Secured Routes (IPvd
10,249,224.0/19

Page 7
Eseye | 8 Frederick Sanger Road | Surrey Research Park | Guildford | Surrey | GU2 7YD | UK | www.eseye.com
UK Supp: +44 1483 802503 | US: +1 484-935-3130 | FR: +33 987 6753 37 | AU: +61 89551 5200 | ZA: +27 87 5518200
UK Sales: +44 1483 802501 | Company Registration num: 06397649 | VAT num: 921298326 | enquiries@eseye.com
ESEYE and ESEYE Logos are registered frademarks of ESEYE LIMITED © 2016 ESEYE Limited. All Right Reserved 2016



